Streamlined Change Request Management: Automation to manage impact

Software Configuration Management
Software Configuration Management is both a management and software engineering discipline. Other management disciplines and processes are used to control and manage size, effort, cost and schedules [5]. But, all these processes and systems are pointless if one cannot build the right product for the customer. SCM closes this gap. The benefits of effective SCM on a software project are immense: the transformation is from a chaotic software project to one that is under control of changes. The Software CMM [8] has for that very reason placed software configuration management on its to-do list of processes to reach the basic level of process maturity. The ISO 9001 model also emphasises control of documents, records and products.

The key of SCM is the management of changes. Change may occur at any time, for any reason. In fact the First Law of System Engineering states: “No matter where you are in the systems life cycle, the system will change, and desire to change will persist throughout the lifecycle”[1].
Because change can occur at any time, SCM activities are developed to identify change, control change [4], ensure that change is properly implemented and to report change to others who are affected. 

IEEE perspective on SCM [12]

SCM activities are traditionally grouped into four functions: 1) configuration identification, 2)-configuration control, 3) status accounting, and 4) configuration audits and reviews

SCM and Traceability
SCM helps to achieve visibility and traceability. Configuration identification addresses visibility. Once the configuration items are identified, the project team can recognise what work products are being built and undergo change. However, the traceability thread or linkages between the project events, also need to be managed. Without the traceability thread, maintaining consistency across the software products and work products is very difficult. “Traceability is defined as the attributes of the software that provide a thread from the requirements to the implementation”[10]. The configuration audit verifies the traceability of the work products but cannot be used to build the traceability thread.

SCCB Evaluation
The Software Change Control Board (SCCB) is a group of people responsible for evaluating and classifying a request for change. The SCCB is the control mechanism on larger projects to ensure that every change is properly considered and co-ordinated. It may include members from management, development, documentation, test, assurance, and even the customer. Depending on the size of the project, several SCCB’s may be required, each having knowledge and authority over particular project areas. The SCCB is responsible for reviewing each change request and evaluating it. Some of the factors that are considered are [6]:

How much change is involved?

How critical is the change?

Are the people available to make the change?

What are the alternatives to making the change?

Is the change within a component or does it involve others?

What are the costs and the benefits of making the change?

Will the change impact other configuration items?

Is there any special test requirements?

What are the advantages to be derived from the change?

Are there any special considerations as to who is requesting the change and the impact?

How long has the change been under consideration?

Table 1: SCCB Evaluation Factors

SCCB Evaluation and Traceability

Periodic SCCB meetings provide change control, visibility and traceability [10]. Since the SCCB must evaluate every change, the workload can become excessive during the final phases of system test, and during operation and maintenance. It is quite common at this point to either waive the SCCB review, or to conduct a cursory evaluation of the change requests since the activity is time consuming.

Research shows that over 70% of the defects originate from the requirements and design phases [3] and that the cost of fixing these defects in successive phases increases exponentially. Critical bugs reported during software operation, requires immediate code fixes. The origin of some of these bugs may be in the early development phases of requirements and design and may require document changes. When the number of field reported bugs are high, maintaining the traceability thread for the fixes is critical to maintenance and future development activities. It is precisely at this time of heaviest change that lack of control is prevalent and the SCCB reviews are most needed.
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In order to maintain the traceability thread for the fixes, the SCCB should identify the configuration items that will be impacted by the change request that has been raised. The impact of the change request could be on any of the following configuration items:

Project Plan
Integration Test Cases

SCM Plan
Functional Test Cases

Software Requirements Specifications
System Test Cases

Design
Acceptance Test Cases

Code
Release Notes

Test Plan
Process

Table 2: Impacted CI's
SCCB Classification and Minutes

The SCCB makes decisions on a consensus basis and based on the evaluation may decide to accept, reject or defer the change request. An accepted change request is then routed with an assignment for a fix along with relevant suggestions for the fix and a priority, target date and release, and estimate of effort. The prioritisation helps the assignee with a basis to determine which change to implement first during periods of heavy change. The target dates, release and estimate of effort enable to plan and track the fix to closure.

The SCCB also record the minute of meetings to provide visibility to the decisions of the board and to ensure the tracking to closure. The SCCB minutes of meeting provide clarity and completeness by avoiding conflict in ideas on what was agreed upon [10]. Comments such as “I don’t remember that being decided upon” and “I thought someone else was to act on that” can be avoided by recording the meeting minutes.

SCM and Automation

Today automation is becoming one of the principal means of achieving higher levels of productivity and higher product quality. This trend is due to the increased complexity of software; the increased involvement of human interaction and the likely errors due to miscommunication and the increased demands of the customers. Selecting a tool can involve planning, evaluating, classifying, selection and deployment. The factors determining the appropriateness of a tool include the product factors (number, complexity, platforms, and versions), project factors (size, needs, risks), the processes (techniques, maturity, stability, flexibility), people (size, experience, adaptability), the existing tools and integration with other tools [2].

Large projects involving multiple team members located across multiple locations result in complex development scenarios. For particular process areas such SCM, which provides a means for visibility, traceability, and formally controlling the evolution of software, tools deployment are a key to unifying diverse project teams. Automation can apply to all five major SCM tasks – identification, version control, change control, auditing, and status accounting [9]. SCM tools include change request management tools (CRM), and change management tools.

CRM Tools

A change request is used to initiate a defect or an enhancement. The request is then evaluated, classified, and then if proven feasible the change is made and tracked to closure. Using a paper-based change request management tool may not be feasible for large and diverse projects. According to an internal Microsoft memo viewed by Sm@rt Resellers, the Windows 2000 product had over 27,000 bugs, 21,000 “postponed” bugs and over 65,000 issues, which could have emerged as problems [7]. If a paper-based CRM tool had been used, the sheer number of change requests would have been overwhelming. Tracking the changes, notifying the people involved, running queries, generating reports and producing metrics would become a Herculean task. 

Most start-up companies start with paper-based change request management tools and then migrate to automated solutions. Many of the CRM tools available on the market integrate with the change management tool, to ensure that all bug fixes are controlled and managed. Process automation tools offer immense benefits over manual systems. 

The Change Request Management System

The Change Request Management System to be described is the author’s experience in providing a CRM solution. The existing CRM system was an automated solution but did not provide the flexibility to be tailored to integrate with the change management system. In addition the SCCB minutes and the traceability thread for the changes were not maintained. The goal was to provide a Change Request Management System, which aids in capturing change request information and tracking it to closure. The CRM systems was to integrate with the change management tool, capture the SCCB minutes and aid in tracking the change impacts and simplify the configuration audit process. 

Rational ClearQuest [13] was used as the CRM tool since it supplemented the existing Clearcase [14] infrastructure, enabled multi-site operation and provided flexible platform for developing an in-house customised model. The CRM tool was designed to manage changes not only to the end product but also to all work products. The tool handles changes in the form of defects or enhancements. The model was designed to manage three types of change requests (know as record types [11]):

Defects: Used to manage all defects in the end product and work products.

Enhancements: To manage all improvement suggestions to the end products and work products.

Impact Change Requests: Used to manage changes to impacted work products.

Automation to Manage the SCCB Minutes 

Manual recording of the SCCB minutes was cumbersome and was not easily available to the assignee for making the changes. The CRM tool was designed to capture all information from the SCCB meeting by capturing the following information:

· Assigned To: The person assigned to fix the change request

· Priority: The priority of the change request to aid in handling multi-tasking

· Target Date: A planned date by which the fix should be provided

· Target Version: The version of the product release for which the fix should be provided

· Estimated Effort: The approximate effort required to fix the defect/enhancement

· Feature: The product feature the change request applies to

· Impacted Configuration Items: The configuration items that are impacted by the change

· SCCB Comments: Any additional comments such as suggestions and proposals

Automation to Manage Impact

The SCCB, during the evaluation and classification, identify the impacted configuration items for each change requests. The CRM tool, using the above information, determines the number of impacted configuration items and the origin of the defect (Requirements/Design/Code). During system test, operation and maintenance, the number of change requests raised may be many. To track the number of impacts linked to the change request, the CRM tool records the number of impacted configuration items. The origin of the defect is recorded to enable process improvement initiatives. 
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Figure 2: Identifying the Impacted Change Requests

The impacted configuration items of each change also need to undergo the change control cycle. Impact change requests can be raised and used to track the impacted configuration items for each defect or enhancement reported. Impact change requests are raised for each configuration item that is impacted. Since a requirement change may not be fixed one at a time for each defect, one impact change request can be raised for multiple change requests. Either a new impact change request can be raised, or an existing impact change request can be linked to the change request. The CRM tool captures all the impact change requests linked to a particular change request along with the relevant information to track it to closure. 

Figure 3: Impacted Change Requests traceable to the change request


Automation to aid Audits

Configuration Audits are performed to ensure that the approved changes are implemented [10]. The audits ensure that the changes proposed in the change request are actually implemented in the configuration items. Auditing seeks to answer two questions:

· Is the software evolution proceeding logically (verification)?

· Is the software evolution proceeding in conformance with requirements for the software (validation)?

The conduct of audits can be a heavy consumer of configuration management resources. Auditing is the most technical and labour-intensive of the SCM functions [10]. The CRM tool is integrated with the change management system with the check-in and checkout of the configuration items recorded as part of the change request information to provide a unified CM system. Since the impacted configuration items and the impact change requests are also captured as part of a change request in the unified SCM system, the audit activities are simplified.

Conclusion

Software Configuration Management helps to control the lack of visibility and traceability in a software project. The Software Change Control Board evaluates each request for change and determines the impact of the change on related work products. Capturing the impact of each change on the work products ensures the traceability thread across the software work products is maintained. 

By capturing the impact change requests for each change requested using the change request management tool, it is possible to track the impacted configuration items to closure and maintain the visibility and traceability of the software work products and products.
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