Software Test Engineering - Body of Knowledge

The Problem:  

Imperfect software with mission-critical faults (i.e., failure potential)

A Partial Solution:   

Software Testing [Testware Engineering & Execution] is – 

(D1) A planned process 

(D2) for evaluating specific software attributes
(D3) of a specific type of software
(D4) by producing specific test suites
(D5) for executing specific software configurations 

(D6) on specific platforms 

(D7) under specific resource constraints
(D8) using specific tools
(D9) and specific techniques

D1.   Test Process


Activities

Management

Exploration



Planning



Analysis



Design



Implementation



Execution



Evaluation



Preservation


Deliverables

Reports

Testware [Code, Data, & Procedures]



Designs



Plans

D2.  Test Objectives


Generic



Risk-oriented




Failure-impact




Fault-likelihood




Regression



Defect class-oriented



Usage-oriented




Acceptance



Behavioral requirements-oriented 

[Behavior rules, Functions, Inputs, Outputs, States]

Technical requirements-oriented

[Installation, Response, Thoughput, Load, Reliability, Recovery, Security, Safety, Configuration, Usability, Internationalization]



Software design-oriented [Architectures, Algorithms, Data-Structures]



Software implementation-oriented [Code, Data]


Software-Type-specific (application and/or technology)

D3.  Software Types

Application areas


(e.g., Operating Systems, DBMS, IT, Graphics, Math)


Technologies
(e.g., GUI, OO, COTS, Real-time, Concurrent, AI)

D4.   Test Suites


Cases


Oracles


Data Sets


Procedures

D5.  Test Configurations


Units


Unit Aggregates (Incomplete)


Systems/Products


System/Product Aggregates [MS Office]


External Interfaces [Internet, EDI]

D6.  Execution Platforms


Stand-Alone vs. Network

Embedded, PC, Mainframe, Super Computer



Client/Server, Internet


Development vs. Production vs. Customer


Test Lab

D7.  Resource Constraints


Information (Objectives)


Time


Staff [Knowledge & Experience]


Platforms


Tools


Reusable testware

D8.  Tools (by Activity)

Principles of Automation

(Management)


Project schedulers

Estimation systems

Defect management

(Exploration)


(Planning)


(Analysis)



Software modelers


(Design)



Model-based test generators


(Implementation)



Data generators



Data utilities


(Execution)



Code-based test generators



Simulators



Drivers



Debuggers


(Evaluation)



Run-time program monitors (e.g., memory leaks)



Network performance monitors



Comparators



Data auditors



Coverage monitors


(Preservation)



Test configuration managers

Multi-activity Tools



Capture/Replay systems



Load/Performance systems


Automation Experiences

D9.  Techniques (by Activity)

(Management)


Master test planning

(Exploration)


(Planning)



Risk analysis



Scope specification



Component delivery & integration strategies



Coverage strategies



Change testing strategies



Contingency plans


(Analysis)



Boundaries & Equivalence Classes



Decision Modeling



State Modeling



Use Case Modeling


(Design)



Boundary value selection

Equivalence class representative

Coverage-based selection

Statistical/Random selection



Prioritized suites


(Implementation)



Data acquisition strategies



Procedure development strategies


(Execution)



Oracle strategies



Failure recreation


(Evaluation)



Termination criteria



Mutation analysis


(Preservation)

Technique experiments


Technique experiences/lessons learned

0. Prerequisites

  
Logic


Systems Engineering


Psychology


Communications


Critical Thinking

1. Software Quality Fundamentals

   Why Evaluate?

Misfortunes


Product failures


Human error

Structure of Software [Infeasible paths]

Nature of Defects [Missing paths]

Failure Causation [Errors, Faults, & Failures]

        Why Test?

Economics of Quality

Quality Engineering

Product Evaluation – constraints & tradeoffs

Product Analysis

Technical Review

Test Engineering & Execution

2. Test Process Fundamentals

Goals


Prevent defect creation


Detect current & future defects


Demonstrate reliability

Limitations – Can not


Reliably detect some types of defects (ambiguity) with all tests


Run all tests


Detect all failures


Know remaining defects


Stop with certainty

Process Frameworks


Development/Test Methodology

Systems Engineering



CMM



Cleanroom


Test Methodology

Concept of Levels

Interfacing Processes



Product Management




Configuration Management




Change Control




Defect Management [Tracking, Fixing, Reporting]



Project Management



Software Development




Analysis – models of software behavior, usage, & structure




Design – design for test




Debugging

3. Test Management 

Relationship to Project Management

Responsibilities

Vision/Mission

Policies

Leadership

Communication/PR/Networking

Marketing

Supporter/Champion/Guardian


Psychology, Sociology, & Politics of Quality


[Customers, Users, Developers, Testers, Managers]

Organization – Integrated vs. Independent

Roles & Responsibilities

Staffing & hiring

Training, Mentoring & Certification

Legal Issues 

Cost of Test

Estimation, Schedules, & Budgets

Measurement, Monitoring, & Control

Issue/Incident Management

Tool selection & introduction strategy

Test environments/labs

Standards & Guidelines

Remote or Outsourced Test

Managing Automation

Assessment, Comparison, & Improvement strategies

Project experiences
A.   Glossary

