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Software Quality Assurance Guide

1.0 Objective

The objective of Software Quality Assurance (SQA) is to provide management with appropriate visibility into the processes being used by the software project and of the products being built.  SQA inspects project activities and software work products throughout the software development lifecycle (SDLC).  In addition, SQA also acts as a focal point for managing process improvement activities.

The value of SQA lies in its ability to provide a “window” into the processes used in <COMPANY> Information Technology (IT) Department.  SQA acts as an objective, unbiased process used to support IT in the goal of developing defect-free work products and, thereby, to internally monitor IT’s overall process maturity.  Because SQA is focused on improving IT’s ability to support the <COMPANY> business, the SQA function will ultimately benefit not only IT specifically, but also <COMPANY> as a whole.  SQA’s usefulness is measured against <COMPANY> IT’s move towards process maturity, as well as IT’s ability to better support <COMPANY> business functions, ultimately gaining efficiencies by minimizing rework and creating efficiency through improved processes.

1.1 Document Purpose

The SQA Guide sets forth the scope, roles, responsibilities, and procedures that will be used to perform the SQA function for <COMPANY> IT.  This Guide provides a foundation and framework for managing the IT Department’s quality assurance activities.

The purpose of this document is to:

1. Define the purpose of SQA

2. Identify the roles and responsibilities of the SQA Team

3. List the activities, processes, and work products that the SQA Team will perform and validate.

Refer to <LINK> for the most recent version of this document.

1.2 Scope

The scope of this Guide includes:

· SQA-specific activities designed to ensure the consistent quality of <COMPANY> IT work products, including inspections and process improvement activities

· Description of the supporting activities necessary to perform SQA.

The SQA Guide is not intended to be a “catch-all” document for <COMPANY> IT quality.  This Guide is designed to define only those activities performed by SQA and its supporting teams.  The scope of this Guide does not include the activities necessary to define, analyze, design, execute (and test), or implement software work products.

1.3 References

The SQA Guide is intended to be used in conjunction with and as support for other documents in the <COMPANY> IT Department.  The following provides a listing of the reference documents used to develop this Guide, as well as a listing of terms used throughout this document.

1.3.1 Reference Documents

Refer to Appendix A for a list of reference documents used to develop the SQA Guide.

1.3.2 Glossary of Terms

The <COMPANY> IT Department’s Glossary of Terms provides a complete listing of terms, acronyms, abbreviations, and definitions.  Refer to Appendix B.

2.0 Management

SQA is differentiated from testing by its managerial/service focus, rather than the technical focus of testing.  SQA ensures that sufficient agreements are made (with customers, management, and each other), and that these agreements are monitored.  To that end, SQA is an independent, impartial group used to internally verify <COMPANY> IT’s processes.  SQA will also help facilitate, and when necessary, manage process improvement projects throughout the Department.

2.1 Scope

The SQA Team functions as a support mechanism for the IT Department.  It is the intent of the SQA Team to encourage the <COMPANY> IT Department to consistently produce high quality work products for its customers.  Towards that aim, SQA will facilitate the development of improved processes or procedures.  SQA will recommend suggestions for improvement, and be responsible for ensuring that processes are established and managed across the IT Department through the use of inspections.

2.2 Roles and Responsibilities

There are five roles involved in the support of the SQA function.  One party may fulfill more than one role.

1. Vice President, Information Technology (VP, IT)

2. Director, Quality Assurance

3. Director, Software Development

4. Director, Operational Support

5. SQA Analyst(s)

Figure 1: SQA – Roles and Responsibilities

	Role
	Responsibilities

	VP, IT
	· Monitors implementation of quality activities.

	Director, Quality Assurance
	· Ensures implementation of quality activities.

· Coordinates resolution of issues.

· Manages the SQA Analyst(s).

	Director, Software Development
	· Ensures implementation of quality activities.

· Coordinates resolution of issues.

	Director, Operational Support
	· Ensures implementation of quality activities.

· Coordinates resolution of issues.

	SQA Analyst(s)
	· Inspects software work products from a QA perspective.

· Provides guidance and assistance on process improvement activities.


3.0 Inspections

An SQA inspection is a formalized appraisal, based on defined criteria, of an IT work product.  The purpose of the SQA inspection is to provide management appropriate visibility so that approved processes are enforced.  To this end, there are two main objectives of the SQA inspection: the primary objective of the SQA inspection is to determine the adherence to established standards and procedures; the secondary objective is to check the adequacy or effectiveness of those current standards and procedures.

Because process efficiencies can only be realized when processes are actually followed, the value of SQA inspections lies in its ability to verify that processes are performed as defined.  SQA inspections raise IT’s confidence that processes are monitored and continually addressed.  Furthermore, SQA inspections act as a forum to address noncompliance issues.  The benefits of performing regular inspections (in improved quality and satisfied customer expectations) override the initial investment made in time and cost.

3.1 Roles and Responsibilities

There are five parties involved in an SQA inspection:

1. VP, IT

2. Director, Quality Assurance

3. Director of the inspected area

4. Process Owner

5. SQA Analyst(s).

Figure 2: Inspections – Roles and Responsibilities

	Role
	Responsibilities

	VP, IT
	· Drives the momentum for performing improvements.

· Holds the Process Owner and Sponsor accountable for developing and managing improvements.

	Director, Quality Assurance
	· Manages the SQA Analyst(s).

	Director of the inspected area
	· Accountable for ensuring that improvements are made to address deficiencies found during the inspection.

· Provides guidance and supervisory direction to any improvement efforts.

	Process Owner
	· Responsible for providing SQA with any and all information necessary to conduct the inspection.

· Drives and manages any resulting improvement effort.

· Drives data collection, ensuring that the information gathered is accurate and representative of the current situation.

· If necessary, selects and assembles members for an improvement effort.

	SQA
	· Plans, conducts, and reports on the inspection.

· Performs follow-up inspection(s) as necessary.

· Provides feedback and suggestions to the Process Owner as necessary.


Refer to Appendix C of this document for a flowchart of the SQA inspection process.

Refer to Appendix D of this document for a responsibilities matrix further defining the different roles and responsibilities for each party.
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An SQA inspection has four phases:

1. Planning and preparation

2. Execution

3. Results reporting

4. Follow-up.

3.2.1 Planning and Preparation

Any of the five parties listed in Section 3.1 can initiate an SQA inspection.

During the planning and preparation phase, SQA will gain an understanding of the work product and the process by which this work product is developed.  Based on the scope of the inspection, SQA will determine the specific questions that need to be answered, persons to be interviewed (if necessary), and records to be examined.

During this phase, SQA will define the specific goal, approach, and criteria for the inspection.  SQA will base its inspection criteria on approved procedures or documents, as those documents will act as the de facto standard for the process by which work is performed in IT.

Once the high-level goals of the inspection are defined, SQA will schedule the inspection and inform the Process Owner and Sponsor of the inspection ahead of time using the Notification of Inspection template located in Appendix E.  The Notification of Inspection will be sent out at least 24 hours in advance.

3.2.2 Execution

During the inspection execution phase, SQA will conduct the inspection and review all necessary work products to satisfy the goals of the inspection, consistent with those stated in the Notification of Inspection.

3.2.3 Results Reporting

Once an inspection is completed, SQA will complete a report of findings.  Refer to Appendix F for the Findings Report template.

This report will contain, at a minimum:

1. Intent of the inspection and a list of the work products that were inspected

2. Description of the approach used during the inspection

3. List of criteria against which the work product was inspected

4. Inspection results

5. Suggestions for improvement

6. Specific timeline provided for the Process Owner and Sponsor to show demonstrable improvement

7. Schedule for follow-up inspection (if required).

This report of findings will be provided to the Process Owner and the party who initiated the inspection.

3.2.4 Follow-Up

If deficiencies/improvement opportunities are found during the inspection and not corrected on the spot, SQA will perform a follow-up inspection as defined in the findings report above.  During the follow-up phase, SQA will re-inspect the same work product(s).  In addition, follow-up may also include re-inspection to assess the adequacy of the remedies.

If no demonstrable, significant improvement is shown after a follow-up inspection is conducted, SQA will escalate the follow-up results to the VP, IT, through the Director, Quality Assurance.
3.3 Types

SQA will perform several types of inspections, focusing on different key aspects of the quality of IT’s work products.  The types of inspections will include, but not be limited to:

1. Reviews

2. Audits

3. Assessments.

SQA will perform at least one inspection type per business quarter across the IT Department.

3.3.1 Reviews

The objective of the SQA review is to validate that a work product(s) satisfies the intended result.  Reviews are less formal than audits; reviews have the same breadt as an audit, but much less depth.  A review is a unique opportunity to ensure that IT identifies and employs successful strategies.

Refer to Appendix G for a listing of review types.

3.3.2 Audits

The objective of the SQA audit is to verify, through independent confirmation, that defined process and procedures are followed.  SQA will examine evidence to support audit results, as well as highlight potential areas for concern.

Refer to Appendix H for a listing of audit types.

3.3.3 Assessments

The objective of the SQA assessment is to measure <COMPANY> IT’s process maturity against established models/matrices.  The primary intent of the SQA assessment is to highlight potential areas for improvement, not to reach a given level of process maturity.  Because of this, SQA assessments will be informal in nature, and will be performed as a means to create ideas for future process improvement efforts.

Refer to Appendix I for a listing of assessment types.

3.4 Tools and Techniques

SQA will use a variety of tools and techniques to perform inspections.  They include, but are not limited to:

1. Checklist(s)

2. Random sampling

3. Interviewing.

3.4.1 Checklist

SQA will develop and maintain its own checklists to use when performing reviews and audits on work products.  Refer to Appendix J for the SQA Checklist template.

Checklists will be used to ensure that SQA has satisfied the inspection goals and criteria.

3.4.2 Random (Statistical) Sampling

In order to reduce the effort associated with auditing all work products while providing meaningful, statistically significant results, SQA may select random samples to perform inspections.  These methods include, but are not limited to:

1. Random number tables

2. Random number generators

3. Systematic selection.

3.4.3 Interviewing

SQA may use interviewing techniques to perform inspections.  To maintain objective standards during the interview process, SQA will abide by the following guidelines:

1. Interview participants will be identified in advance

2. Interview questions will be created in advance

3. SQA will use the same set of questions for each interviewee

4. SQA will strive for an interview structure of two interviewees per one SQA representative.

4.0 Process Improvement

Process improvement includes (1) IT Process Improvement Program and (2) causal analysis.  The goal of all process improvement activities is to develop new or refine existing processes in order to gain efficiencies, minimize rework, and increase customer satisfaction.  Process improvement activities ultimately benefit both <COMPANY> IT and <COMPANY> business functions.  SQA will act as a central point for all improvement activities in order to minimize the potential for conflicting priorities.  With any process improvement effort, SQA will help facilitate the measurement of these processes in order to verify that progress was actually made.

4.1 IT Process Improvement Program

The goals of the IT Process Improvement Program (ITPIP) are to:

1. Develop a process improvement program that spans the entire IT organization
2. Improve the project development lifecycle process to consistently meet or exceed SLA requirements, project delivery schedules, and business needs
3. Institutionalize a culture of process improvement and change that will allow for continued growth
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Facilitate the identification, planning, implementation, and documentation of IT processes and measurements.
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Refer to the ITPIP Project Charter located in: <LINK>.

4.1.1 Methodology

The IT organization has the opportunity to pilot the Six Sigma framework, CMM framework, or a synthesis of both as the basis for its ITPIP.

IT also has the opportunity to implement the Test Process Improvement (TPI) framework to address testing-specific areas.

4.1.1.1 CMM

The objective of the Capability Maturity Model (CMM) is to increase the predictability, effectiveness, and control of software processes through the following 5 levels:

1. Initial

2. Repeatable

3. Defined

4. Managed

5. Optimizing.

Refer to Appendix K for an explanation of the IDEAL model.
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Six Sigma

The objective of Six Sigma is to reduce process variation so that ( six standard deviations lie between the mean and the nearest specification limit.  This will allow no more than 3.4 Defects Per Million Opportunities (DPMO) to be produced.  Six Sigma is a data-driven approach and is based on the Taguchi Loss Function, which illustrates that defects lead to customer dissatisfaction and financial loss.

There are three underlying principles to Six Sigma:

· Metric: 3.4 DPMO
· Methodology: DMAIC
· Philosophy: Customer-focused, data-driven decision making.

Refer to Appendix L for an explanation of the DMAIC model.

4.1.1.3 TPI

Test Process Improvement (TPI) is both (1) a process maturity assessment tool as well as (2) a model for continuous improvement.  The goal of TPI is to provide a roadmap for improving the maturity of testing organizations.

The core of TPI consists of a TPI matrix, which lists twenty key areas for a mature testing organization.  Using this matrix, the Test Team can assess their own maturity level and take the next steps to increase it.  The matrix also defines the dependencies that exist between improvement efforts, so that <COMPANY> IT can tackle the most important activities first.

Refer to Appendix M for an explanation of the TPI model.

4.1.2 Management

The infrastructure behind the ITPIP is made up of three principal groups.  These three groups act as the backbone behind the ITPIP and are integral to the effort’s success:

· Executive Steering Committee (ESC)

· Technical Working Group (TWG)

· SQA.

4.1.2.1 Executive Steering Committee

The ESC represents the highest level of management in The Nautilus Group, Inc. IT organization.  The ESC responsibilities are as follows:

· Establish strategic direction and plan for the evolution and maintenance of ITPIP

· Support the implementation of the approved action plan

· Approve the establishment of TWGs and their members

· Review, approve, and support the TWG action plan and recommendations

· Provide senior-level management support and guidance.

The ESC removes barriers to the acceptance of the ITPIP project across the entire IT organization.  It also creates a recognition structure that holds employees accountable and encourages process improvements organization-wide (i.e. goals and objectives planning).  The ESC will prioritize and approve identified areas for improvement.

Refer to the ESC Charter located in: <LINK>.

4.1.2.2 Technical Working Group

TWGs are comprised of members from the IT organization, or those who will ultimately adopt the process improvement.  TWGs will be formed for the sole purpose of developing solutions for prioritized areas identified for improvement.  Multiple TWGs may be in operation at any given time.  Their responsibilities are as follows:

· Evaluate and document processes

· Propose solutions

· Pilot solutions

· Execute solutions within their specific functional areas

· Establish, collect, and report metrics to measure progress of implemented solutions.

4.2 Causal Analysis

Quality improvement depends on the ability to identify and solve problems by attacking their root cause.  Causal analysis (root cause analysis) is the activity associated with correcting existing problems or areas for improvement, essentially changing the state of what is actually happening to what should be happening.

The benefits to performing a causal analysis are:

· Effective solutions – Solutions based on an understanding of cause are far more effective than more traditional approaches to a “quick fix.”  The problems tend to stay fixed.  Additional savings are achieved from not executing expensive repairs that later prove to be ineffective

· Solutions to related problems – Solutions developed from a causal analysis basis are designed to break a causal chain at a deep level.  This chain is often related to other problems within a facility

· Organizational learning – Properly executed, the causal analysis process can reveal systemic problems located deep within the way an organization operates.  Shared understanding of those problems can lead to benefits within many parts of an organization

· Problem solving skills development – Participants in causal analysis investigation almost always report an improvement in their ability to analyze problems in their regular work.  Use of the process across an organization can enhance the overall problem solving skills of the organization.

Refer to the Causal Analysis Implementation document located in: <LINK>.

5.0 Document Approvals

The SQA Guide requires approval from the following parties:

· <Required approvals>

The SQA Team will revisit this Guide semi-annually.  Any changes will require re-approval from the parties listed above.
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Appendix D

Inspection RACI Chart
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Inspection Checklist Template

	Area Inspected:
	

	Inspection Date:
	

	Inspected By:
	

	Inspected Initiated By:
	

	Process Owner:
	

	Director:
	

	SQA Inspection Checklist

	Inspection Criteria
	Documented Process/Procedure
	Proof of Execution

	
	Y
	N
	N/A
	Y
	N
	N/A

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Discrepancies:



	Suggestions for Improvement:



	Follow-Up Activities:
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CMM IDEAL Model
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Appendix L

Six Sigma DMAIC Model
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Appendix M

Test Process Improvement (TPI) Model
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SQA will periodically review the software releases that are implemented into the Production Environment.  The purpose of the software release review is to ensure that functionality is implemented into Production as planned.





SIR Review


SQA will verify that SIRs, which have been identified by the business for inclusion in a specified release, are:


Identified in TestDirector – “Release Number” field completed


Noted in the Release Notes prepared by SWE


Noted and test status stated in the Test Summary Report


Production Change Request approved, authorizing deployment of release


Release deployed to Production as scheduled.





Application Review


SQA will verify that the software applications planned for release are deployed into Production as planned.  SQA will validate the following:


Scheduled release dates


Applications to be built as identified in Pre-Build meeting


Date release is deployed to Production


Applications included in deployment.





Software Configuration Management Review


SQA will verify that entry criteria checkpoints are satisfied during the execution phase of the <COMPANY> SDLC.  These checkpoints include, but are not limited to:


Entry criteria into Build, Test Planning, Test Execution, and Production


Build checklists


Test checklists





Post Implementation Review


Refer to <LINK> for the Post Implementation Review template.





TPI Matrix





The TPI matrix is the core of the TPI model, and the tool that will be used most frequently to assess a testing organization.  The key areas are mapped to their corresponding TMap allocation on the left of the matrix; the static levels are listed on the right of the matrix.





Organizations can use the checkpoints provided in Koomen’s and Pol’s Test Process Improvement book to assess themselves at the appropriate level for each of the key areas.  Koomen and Pol suggest that organizations perform a baseline assessment (identified in yellow in the example provided) and then determine the goals for the next assessment (identified in blue).  Then, in order to reach that next level of process maturity, organizations can use the improvement suggestions outlined for each of the levels.





As organizations move from left to right, they become more mature and closer to reaching CMM Level 3 (in terms of testing only).  The matrix provides a visual representation of both an organization’s maturity, and its progression.








Figure � SEQ Figure \* ARABIC �6�: TPI Test Maturity Matrix





Purpose


The purpose of this Findings Report is to provide the results from the SQA inspection of the <process inspected>.  The objectives of the inspection were to:


Determine the adherence to established standards and procedures


Check the level of effectiveness of those current standards/procedures


Suggest areas/opportunities for improvement in the existing process.





Approach


<Information included in this section are:


Description of the high level approach used


List of what information was used>





Findings – Inspection Results


Adherence to Established Standards/ Procedures


<Information included in this section are:


Overall results of the inspection


Any discrepancies found>





Level of Effectiveness of Current Standards/Procedures


<Description of how effective or ineffective current process/procedure performs>





Suggestions for Improvement


<List of potential areas for improvement>





Follow-Up


<Information included in this section are:


Any follow-up activities (if necessary)


Criteria for follow-up inspection (if applicable)


Date the follow-up inspection will be performed (if applicable)>








Figure � SEQ Figure \* ARABIC �5�: Six Sigma Measurements





Figure � SEQ Figure \* ARABIC �4�: CMM Levels





<Process Owner>:





The Software Quality Assurance (SQA) team will be performing an inspection of <process to be inspected> <date(s) when the inspection will occur>.  Inspections across the entire IT organization are a function of the SQA staff and, as such, will be performed across the IT organization on a regular basis.





The objectives of SQA inspections are to:


Determine the adherence to established standard and procedures


Check the adequacy or effectiveness of those current standards and procedures


Suggest areas/opportunities for improvement in the existing process.





SQA will make themselves available to sit down with you (to be scheduled) and answer any questions you may have before the inspection begins <date(s) when the inspection will begin>.  Upon completion of the inspection, a report of findings will be provided to you on <date(s) when findings report will be submitted to the Process Owner>.  The intent of this report is to provide information relating directly to the above stated objectives for you to use as part of your process improvement efforts.





To perform this inspection, we will be using the following tools/techniques: <listing of tools/techniques>.





In order to perform this inspection, SQA will need from you: <list of documentation, human resources, etc. needed to perform the inspection>.  Please be prepared to provide this information by <date(s) information is required>.





Please see <SQA Analyst(s)> if you have any questions.





Thank you.








Figure � SEQ Figure \* ARABIC �3�: Inspection Process





SQA will perform audits on the <COMPANY> IT Department’s processes and work products.  The purpose of the SQA audit is to ensure that deliverables are consistently performed.





Documentation Audit


The purpose of the documentation audit is to ensure that all documentation consistently adheres to its approved template and existing guidelines.  SQA will audit for consistency of use and completion of information.  However, SQA is not responsible for creating or updating templates.





Peer Review Audit


The purpose of the peer review audit is to verify that peer reviews are being performed reliably.  SQA will audit to ensure that the peer review process is repeatable and beneficial to the overall quality of IT work products.





SLA Audit


The purpose of an audit of the Service Level Agreement (SLA) is to verify that IT is accurately reporting on all aspects of the agreement.  The audit will also monitor the use and effectiveness of the SLA and its ability to reflect the support provided.





Refer to the approved SLA document located in: <LINK>.





VM Audit


The purpose of VM audits is to verify that the vendor management process is being followed and that steps are taken to modify the process as needs are identified.





Refer to the Vendor Selection Process document located in: T:\IS\Vendor Mgmt & Support\Vendor Relations and Contract Management\Vendor Management\Vendor Selection Process.





Process Improvement Audit


The results and deliverables from the Technical Working Groups (TWG) often produce new or modified processes.  SQA will audit the TWG deliverables to ensure the approved improvements are being followed and that steps are taken to modify that process as necessary.





Refer to Section 4.0 of this document for a description of the process improvement activities performed by SQA.








SQA will manage and conduct assessments with and for the IT Department periodically.  The primary purpose of the SQA assessment is to highlight potential areas for improvement, not to reach a given level of process maturity.  Because of this, SQA assessments will be informal in nature, and will performed as a means to create ideas for future process improvement areas.





CMM Assessment


Refer to Section 4.1.1.1 of this document for a description of the Capability Maturity Model (CMM).





TPI Assessment


Test Process Improvement (TPI) is both (1) a process maturity assessment tool as well as (2) a model for continuous improvement.  The goal of TPI is to provide a roadmap for improving the maturity of testing organizations.





The core of TPI consists of a TPI matrix, which lists twenty key areas for a mature testing organization.  Using this matrix, the Test Team can assess their own maturity level and take the next steps to increase it.  The matrix also defines the dependencies that exist between improvement efforts, so that <COMPANY> IT can tackle the most important activities first.








The DMAIC model is the methodology underlying the Six Sigma framework.  This model for improvement consists of five phases:


Define


Measure


Analyze


Improve


Control








The IDEAL Model provides a methodology for progressing through the CMM levels.  It provides a framework for achieving process improvement.  There are 5 phases of the IDEAL Model:


Phase I: Initiating


Phase II: Diagnosing


Phase III: Establishing


Phase IV: Acting


Phase V: Learning








The documents used to develop the SQA Plan are:


Corporate Software Quality Assurance Plan.  DLIS-CSQAP-Version 0.  Defense Logistics Information Service (DLIS).


� HYPERLINK "http://www.isixsigma.com/" ��http://www.isixsigma.com/�.


� HYPERLINK "http://www.sei.cmu.edu/" ��http://www.sei.cmu.edu/�.


� HYPERLINK "http://www.sogeti.nl/" ��http://www.sogeti.nl/�.


IEEE 730-1998, IEEE Standard for Software Quality Assurance Plans.


IEEE Std 730.1-1995, IEEE Guide for Software Quality Assurance Planning.


Koomen, Tim et. al.  Test Process Improvement: A Step-By-Step Guide to Structured Testing.  ACM Press.  1999.


Software Quality Assurance Plan (SQAP) Template.  Information Resource Management Commission (IRMC).


Software Quality Assurance Plan (SQAP) Template.  Version 1.3.  Software Engineering Process Office, Space and Naval Warfare Systems Center San Diego.














Refer to <LINK> for the <COMPANY> IT Glossary of Terms.








Figure � SEQ Figure \* ARABIC �7�: Causal Analysis Cycle
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				Timing		Activity		VP, IT		Director, Quality Assurance		Director (of the inspected area)		Process Owner		SQA Analyst(s)

				Every quarter		Define inspection procedures.		C		A		I		I		R

						Schedule inspection.		C		A		I		I		R

						Perform inspection.		C		A		I		I		R

						Report inspection results.		C		A		I		I		R

				Within 1 month		Develop improvements.		I		I		A		R		C

				After 1 month		Perform follow-up inspection.		C		A		I		I		R

				LEGEND:

				R = Responsible (who is performing the work)

				A = Accountable (ensures the work is done and done correctly, only 1 per line)

				C = Consulted (for opinion before engaging the decision or action)

				I  = Informed (kept in the loop)






